Proof of Identification Form

As a CARE Australia employee you are required to provide proof of identification information to the
Human Resources (HR) Branch. This includes your passport, completed personal details page and if
applicable, any current Australian visa. In addition, we require 3 unique questions that only you will be
able to provide the answers to. This information will be used should a situation arise where we need to
confirm your identity.

CARE Australia will also use this information to confirm your right to work in Australia through the
Department of Immigration and Border Protection, if applicable, to check the Bridger Anti-Terrorist
checking system and the Department of Foreign Affairs and Trade Anti-Terrorist List. In addition, CARE
Australia banking arrangements may require passport identification to be forwarded to our designated
bank as confirmation of identity, prior to the disbursement of salary into your nominated bank.

CARE Australia abides by privacy laws and will not divulge personal information or details without the
consent of the employee. To ensure prompt payment of salary to be processed your authorisation to
release this information is requested. Either hand this completed form to a member of the HR team in
person or follow the encryption guide outlined in the following pages to email the completed form
confidentially to Katherine.govey@care.org.au. For options to share your password please call the HR
Branch on +61 2 6279 0228.

I hereby authorise the HR Branch to forward a copy of my passport and personal details page as proof of
identity for payment of salary purposes.

I understand that as an employee of CARE Australia these details will only be used in circumstances
where proof of identity is requested.
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How to encrypt files using 7ZIP

As default 7-Zip installs itself to with “explorer extensions” that allow you to right click on items on the
desktop orin windows explorer to compress files. Using the ZIP format will enable people using other
programs to de-compress the file using other software. When you compress a file make sure you select
ZIP or other people outside the organization may not be able to open your file.

7Zip can be downloaded from http://www.7-zip.org/ . 7Zip is free software.

Encryption
1. Rightclick on the files or folder you wish to compress and encrypt then select Add to archive...
Open
Edit
New
‘ Print
‘ 7-Zip » Open archive
| Scan for Viruses... et
Open With.. Extract Here
) Extract to "New Micresoft Office Word Decument\”
Gl i 4 Test archive
Share... Add to archive...

# Show Versions...

. it Compress and email...
Restore previous versions

Add to "New Microsoft Office Word Document.7z"
Send To ’ Compress to "New Microsoft Office Word Document.7z" and email
Cut Add to "New Microsoft Office Word Document.zip”

Copy Compress to "New Microsoft Office Word Document.zip” and email

Create Shortcut
Delete

Rename

Properties

2. Change the Archive format to Zip, then change the encryption methodto the robust AES-256,
thirdly enter your password. The rest of the options can be left as default. You can tick the Show
Password option if you want to see the password you typed in.

3. The password needs to be a minimum of 8 characters and it needs to be complex, eg: upper and
lower case characters as well as special characters, such as $ % &, for example. Click the Ok
button to create your zipped and encrypted file. The zipped and encrypted file will be saved in
the same location as your original file. Make sure that you change passwords and do not use the
same password multiple times.


http://www.7-zip.org/

Add to Archive ! x|

Archive:
IPrivale Document.zip ;I _I
Archive format: 1 Update mode:

IAdd and replace files L'
Compression level: m

 Options

e R : lDeﬂate ]v ™| Create SEX archive
Dictionary size: |32 KB VI [~ Compress shared files
Word size: 32 ¥ - o
Solid Block size: I—LI er password:
Number of CPU threads: |2 = I #:2

Reenter password:

Memory usage for Compressing: 67 MB \h_/—/
Memory usage for Decompressing: 2MB [~ Show Passwi

Split to volumes, bytes: Encryption method: 2 ZipCrypto -
I :I I~ Encrpt file names

Parameters:

Decryption
Simply right-click on the file, select extract one of the 2 extract options.

Open

Edit

New

Print

7-Zip » Open archive

Scan for Viruses...

Open With... Extract Here

Extract to "New Microsoft Office Word Decument\"

Test archive
Add to archive...

(3 MagiclSO »
Share...
# Show Versions...

A X Compress and email...
Restore previous versions

Add to "New Microsoft Office Word Document.7z"
Send To ’ Compress to "New Microsoft Office Word Document.7z" and email

Cut Add to "New Microsoft Office Word Document.zip”

Copy Compress to "New Microsoft Office Word Document.zip” and email

Create Shortcut
Delete

Rename

Properties

Select Extract Here and all the files in the archive will be extracted to your current location. Enter the
password and the extraction will begin.

Select Extract Files and you will be prompted with another pop up window asking you where to extract
the files. Enter the password, click Ok and the file extraction will begin.



Extract ﬁ
BExtract to:
I C:AUsershPublicDocuments - C]
Path mode Owerwrite mode
() Full pathnames (@ Ask before overwrite
(@) Cument pathnames () Overwrite without prompt
() No pathnames () Skip existing files

() Auto rename

| | -
| () Auto rename exdsting files |

Password

[7] Show Password

ok | | cace | | Hep

Sharing the password with the other party
Verify as much as possible that person you are supplying the password to is the legitimate receiver of the
information.

Passwords are NOT to be sent via email as email is insecure and why we are encrypting in the first place!

Options to share password are:
e  SMS/TEXT the password to the receiver’s official mobile phone.

o (allthe other party on the phone to let them know what the password is.



